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1. Mail Server Administration | HE{EHE <% B84 1

1.1 Working with WebAdmin| {§iFH WebAdmin

Access CloudMail WebAdmin by https://cloudmailadmin.hkbnes.net

Input Username and Password to login the WebAdmin console.

i1 [5] = E s WebAdmin: https://cloudmailadmin.hkbnes.net

i AR 2N S Sy Web BEGE -

IR T

HKBN WebAdmin

USERNAME

PASSWORD

After login, you will see the Summary Page.

BE 0 ARSEEIME -

Dashboard

DASHBOARD

Summary

Quick Links
Domains & Accounts
© Manage domains

© Create new account

© Manage accounts

Logged in as admindemoon  DOWNLOAD USER MANUAL ~ LOG OUT

You are running EMAIL SERVER.

You have permissions on 1 domains.

You can quickly manage your EMAIL SERVER by choosing one of the aperations in the boxes below.

Server Maintenance

© View Storage Charts


https://cloudmailadmin.hkbnes.net/
https://cloudmailadmin.hkbnes.net/
https://cloudmailadmin.hkbnes.net/
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Below are described some basic principles you should keep in mind while working with CloudMail
WebAdmin.

NS AR HEE WebAdmin EARRTHTE -
Saving the Configuration in WebAdmin | /£ WebAdmin (£ {FACE
After changing any parameter value in WebAdmin, you need to save the new values in the

configuration files. In order to do this, you need to press the Save Configuration button available on

all tabs, pages and sub-pages where needed. In the example below, a random password set for a
user account is being saved.

£ WebAdmin P (LS EEIG > (RFEEAERCE S T IREITHIE © 0 THEDX —5 > IREEIZAERT
HRBR TN F “ORFECE" U - £ TERIE T Hrk B E iR -

Configure Account demo on Domain trial11...

Settings

SAVE CONFIGURATION

Confirmation / Error Messages | ffii\ 55 iR (=5,

=
After each command issued, you should check the confirmation message displayed in the upper

section of the page. Inthe example below, parameters of an account have been changed
successfully.

EERHGSE MR E TTE EEE S BRI ONE - 78 FEROEITFH - keS8 CESk ) -

Configure Account demo on Domain trial11...

Settings
First nam
® v
ccous d @trialll.absolvo.net
[ [rouwor
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In the following example, an account creation operation has failed and you are informed on this status
both in the upper section of the WebAdmin page:

FETERIBITF > — PR GIERIERN - RS B SR SORE -

Manage Accounts

Alphabetical List Search account

Displaying/Hiding the Contextual Help | 2~/ 2y AN S B

The WebAdmin Interface implements a Contextual Help feature, which guides system administrators
through their daily actions by explaining all the available options and parameters. Contextual Help is
activated by default and displayed in the right hand side of each page.

WebAdmin HFREISEH N B R TBIINEE » SIS RGEH R RFTA o] IAVETINI ST - WEAHEREE)
BOAEIL N BN ERE D WHEEE T2 -

Configure Account demo on Domain trial11...

Contextual Help

Toggle Help Off
NTACT QUOTAS AN MESSAGE END / RECEIVE Account General Con
NFORMATION \LIASES RESTRICTION TIONS FILTER RESTRICTIONS © In the Settings section, use the
First name and Last r text
n

Settings

To close the Contextual Help window, hit the “X” button as shown in the above screenshot.
Once deactivated, you can open it again by hitting the question mark button, as shown below:

FRWNBMHRTEE  » #E EIEEFrrey X7 - —BAER > Rl S T &
AR

Configure Account demo on Domain trial11...

Settings

First name Last name

Demo Demo


http://www.axigen.com/docs/70/Working-with-axigen-cfg_79.html
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1.2 Mailbox Creation Step | A% fl 5 15

Add mailbox into Cloud Mail Admin console | 7F =& G & RIS

i. Go to Domains & Accounts->Manage Accounts | ik . - > HifK

Manage Accounts

Search accounts

Alphabetical List

DOMAIN # ACCOUNT NAME
. . 1 dema
ilter domains
Manage Accounts. 2 nmctest
demo.com
3 postmaster
Domain 1 of 1

ii. Select your domain, Click “Add Account” | &RV » Sk

VAR

Logged in as admindemo on

<+ ADD ACCOUNT

ACTIONS
A e || il DELETE
A e || il DELETE

£ i

Il

DOWNLOAD USER MANUAL  LOG OUT

Contextual Help

Accounts Management

o To manage a domain's
accounts, first select the domain
from the domains list in the left.

To edit an already defined
account, hit the 'Edit’ button on
the right side of its name. To
delete i, hit its respective 'Delete’
button.

o Add a new account by hitting
the 'Add Account’ button
displayed in the upper right
cormner of the accounts list. In the
‘New account' floating panel, the
domain name will be already
filled-in with the one selected
Specify an account name and a
password. You can also let EMAIL
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. Input the First name, Last name | i A #E44

Manage Accounts

Alpha betical List Search accounts
DOMAIN #  ACCOUNT NAME
Filter domains t demo
Manage Accounts 2 test
deme.com 3 postmaster
4 test123
Domain 1 of 1
Account Name: (Input Account name)

Account password:  (Input your password)
I IREL I SINE N SEEZD)
ks« CFkm ALRYER)

Logged in as admindemo on

Domain name: demo.com

First name Last name
test userl
Account name: testuserl @demo.com

Account password: | sesssess [ sevranoom |

Basic account type

@ Account setttings are inherited from the domain defaults

ADVANCED CONFIG

iv. Click “QuickAdd” to complete | fids “BRERINT S8

(2) Add mailbox into Sentry EDS console| ;&IN5 %] Sentry EDS |5 &

i. Login Sentry-EDS console |&3% Sentry EDS [5&

DOWNLOAD USER MANUAL  LOG OUT

Contextual Help

Accounts Management

© To manage a domain's
accounts, first select the domain
from the domains list in the left.

Toedit an already defined
account, hit the 'Edit' button on
the right side of its name. To
delete it, hit its respective 'Delete’
button.

© Add a new account by hitting
the "Add Account”’ button
displayed in the upper right
corner of the accounts list. In the
‘New account' floating panel, the
domain name will be already
filled-in with the one selected
Specify an account name and a
password. You can also let EMAIL
SERVER pick a random account
password by clicking the ‘Set
random' button. The chosen
password will be displayed below
the field for your reference. The
‘First name" and "Last name’
parameters are optional.

Press the "Quick Add® button to

create the account using the
default settings (inherited from

ii. Go to Mailboxes and Groups->Mailbox Management | & ZIJHBFE RIHR A2 ->HRFE &

Reporting  Quarantines  Allow/Deny Lists  Policies  Settings. " “Mailboxes and Group; o

S
Mailboxes and Groups > Mailbox Management
Add / Delete Mailboxes

Display @ Rows Keyword (support wildcard ™* ‘ l [Any Domain

v| Search |

Group Membership Login On Behalf

Primary Email Address

21testuser@absolvo.net

3edskub@absolvo.net
aatest@absolvo.net
admin@absolvo.net

arc bsolvo.archive.sentry-eds.com

bestel@absolvo.net
dannytest@absolvo.net
demoadmin@absolvo.net
demoadmin01@absolvo.net
demoadmin02@absolvo.net

] 8
) s
L] 8
& =
L] 8
Y =
B 8
Y =
B 8
B =

iii. Click “Add / Delete Mailboxes” | g “7A00/MHERERFE”
iv. There have 2 method to add user mailbox [F 2 &R0 H FibiE

A.  -Click “Add Mailbox” | s55 “IIiNss"

000000000



2
AN
HONG KONG

BROADBAND NETWORK

Reporting Quarantines  Allow/Deny Lists Policies Settings Mailboxes and Groups

Mailboxes and Groups > Mailbox Management

Add Mailbox Add Multiple Mailboxes Multiple Mailboxes Delete 7
Email Address l newuser |@|‘0"9°"m'ﬁ’—"“|
Password ’ ssccee |

Verify Password | ooooo.| |

Group |W'|
[Aca Moo | [ Coce

-Input the Email Address, Password, Verify Password | &ij A FEHSHE » B35 - B\ 250D
-Group: Select “Everyone” | i “FiE A" 4
-Click “Add Mailbox” | fid: “TRIIHlH"

B. -Click “Add Multiple Mailboxes” |57 “TIIZ 04"

Reporting Quarantines  Allow/Deny Lists Policies Settings Mailboxes and Groups

Mailboxes and Groups = Mailbox Management

Add Mailbox Add Multiple Mailboxes Multiple Mailboxes Delete

Please add one email address per row without other symbols,

newuserl@absclvo.net
newuser2 @absolvo.net
newuser3@absolvu.net

E—
[[Seve | [ concet |

-Input the Email Address | & A EEHBHEALE

(Please add one email address per row without other symbols)| (i&RII—MNMET%
B HA S8y ik )

-Click “Save” |&# “f#E"

(As user can access the console by Spam Quarantine Report directly,

the creation by this method do not need to set the password) | ( F§=a] BLijilaljE &4
BRI AR R B )
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2. The Manage Domains Tab | * & ¥E" 2Ll

When first entering the Domains tab, a list of the previously defined domains is displayed.

HEHE KA B R > G ERATE PRI

Alphabetical List Search domains
# DOMAIN NAME ACTIONS
Manage Domains 1 trialll.absolvo.net O DISABLE AT

2.1. Domains General Configuration | ik & —8efil &

The Manage Domains > General tab allows system administrators to set the running services for a
specific domain and other domain related parameters.

B> A IR R SUE R YR E IR ETT RS RIS H A RS E -

Back to: Manage Domains

DOMAIN MESSAGE MESSAGE ACCOUNT PUBLIC FOLDER STORAGE
ALIASES FILTERS APPENDER DEFAULTS DEFAULTS i

Settings
Domain name: trial1l.absolvo.net
Assigned IP: 0.0.0.0

Include this domain's accounts in the public address book
Include this domain in WebMail's domain selection list

Default Timezone: | Asia / Hong Kong

Default Language: = English

Should you like to have the accounts created for a specific domain included in CloudMail's public

address book, make sure to have the corresponding option checked.

If your Default Language for users is not English, you can change to corresponding language. It will
change the Default Language of WebMail.

WERAREE — R ERYE > BEE T Ay & st UL QU Ay K = T B PR 28 AR LAY BRI -
WERAIRHTH P BOANES AR IE - IR PAUEIHRAYIES - EQNE mHIREEOANES -
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Services

Services enabled for this domain:

SERVICE NAME ACTIONS
@ SMTP Receiving

@ SMTP Sending

® rop3

® map

@ Remote POP

® webMail

The services section displays the list of domain services and their current status. To enable or disable
a service, use the respective buttons corresponding to that service's name. Please note that at
domain level, only services affecting domain behavior are displayed - SMTP Receiving, SMTP
Sending, POP3, IMAP, Remote POP and WebMail.

35 B0 RS PRSI SR EN TR SRR - B A EEERIRSS - (ERI ROZ A5 AR AE R A -
EER G R BRI S5 - SMTP #2fg - SMTP %% » POP3 » IMAP - if2 POP
#1 WebMail -

Catch-all

() Disablec
A

Emails sent to non-existing users of this domain:
O Reject
Redirect to Public folder

Redirect to Account @ trialll.absolvo.net

in folder: INBOX

System administrators can further decide how to treat emails sent to users that do not exist in the
edited domain within the Catch-all section. The available option in the selection box are to have them
rejected, to redirect them to one of the existing public folders or to redirect them to a catch-all account.
If the emails are redirected to an account, you can also specify a folder for the emails to be stored in,
using the Change folder button.

ZAEH O 0] AR G AR N HY P B0 o3 it — 28 P Aol AABR R A SR BN AR A P o AT PR 280 ik
P > IR HELE - TN EERE DA QIS S EE W E—MZ T REIK
AR [ E— MK > IR AT DS E E A — Sk avilbeE - R “SESoFR” 24l -

Groupware

Groupware is currently enabled for this domain DISABLE GROUPWARE

10
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From the General page administrators can also enable or disable groupware functionalities for the
currently edited domain. The current MACL Support status is displayed, the action displayed by the
button is opposite to the status. If you clicked the button by mistake you can return to the previous state
by clicking the Undo link.

R T B 53 A W] DUA Y R gm i A8 E SR AR D0RE - BE MACL L RIS BVIZ A B 2
TEIRES o WRIREE IR T4 IR DUREIEIDARIAIRS » @t S RUH e -
Info

Domain created on: Tue, 26 Feb 2013 19:12:27 +0800
Last modified on: Wed, 27 Feb 2013 20:17:07 +0800

Loaded on: Thu, 18 May 2017 00:36:47 +0800

The Info section displays specific date and time details about domain creation, modification and the
last login.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

= BB Bon R A - B0 E RS T HHAIN BAEE R - L&
SERVICE X ¥ 185 “RERE 174 (REEATeYE L -
2.2. Defining Domain Aliases | & Y5 RI44

The Manage Domains > Domain Aliases page allows system administrators to create a list of
aliases for a certain domain.

R N U 70 VF 0 G R QI — MRS B 051 -

Back to: Manage Domains

DOMAIN MESSAGE MESSAGE ACCOUNT PUBLIC FOLDER
ALIASES FILTERS APPENDER DEFAULTS DEFAULTS

GENERAL STORAGE

Manage Domain Aliases

Existing aliases for trialll.absolvo.net: testdomain.com 4+ ADD ALIAS

#  ADDRESS ACTIONS

1 aliasdomain.com [ DELETE

The page displays a list of previously defined aliases. Each can be edited using the text field listed
under Address. To delete an alias, use its corresponding Delete button. To add a new alias, type its
name in the upper right corner text field and hit the Add Alias button.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

LA R SERTE X HISIER - B NE AT DAGR Rt it SO B - SRR A4 - 16 (EFRHREY “IER”
ZH - BRI —DHAEIS > 5 EANXATERTRACHARE IRN6 4T EH -

HESERACEXLESE > 108F] “IRERE" 1248 > (REEHTHEETE S -

11
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2.3. Domain Messaqe Filters Page | I {4 E SR

The Manage Domains > Message Filters page helps system administrators create and manage
incoming message rules for a specific domain.

Important!

Domain level rules for this domain will run after any existing Server level rules (common
actions) will be overridden

When first accessing the page, a list with the already defined rules and filters is displayed. Both lists
can be minimized or maximized by clicking the list name bar. Each message and filter has a
Enabled/Disabled status displayed and next to it, the Enabled/Disabled button displays the opposite
action of the status. Priorities between enabled Message rules can be changed using the up and
down arrows under the Priority section.

B TR > S (2 Y DT T 5 B A S B 1 QR A B — MR e SR (2 AR EEAL -

HE !
R BINRF B T B AR S S RN (—feshE) Rridss

HEH—TOGETT - B8 XHIHIAIE RSP ER o XS AT DUBE S di 5126 PRI SR )
{eEiE A - RIS A — 8 /RIS BRI B AHY)E F 5 A L B ore RS Ry
#RE o R E_EAIE T EK o RIS E s > (EJek 2 RS PPN o] LA 2R Ay -

o

Incoming Message Rules

# NAME STATUS ACTIONS PRIORITY

N

spam

N

Funnies

To add a new rule for the configured domain, click the Add Message Rule button. They can be
deleted or further configured using the Delete and Edit buttons. Type a name for the incoming
message rule in the Message rule name text filed and check the Enable this incoming rule option
to activate it.

SORII— DA EC B, SR RO RN - T o] AR et —2 P A "R A1 “4mis”
P o FERBARUN TR OCALEA AL BRI A — 3475 > drh” )3 e AMNETCRSUEE -

12
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General Settings

essage rule mame: | Spam
Enable this incoming rule
Matches
For incoming me sthat match = ANY of the conditions below
Subject Contains replica
Subject Contains casino
Actions
Perform the actions below:
Delete

=+ ADDACTION

Further select if the messages filtered should match all or any of the defined criteria set below. You
can add as many conditions as you wish by clicking the Add Condition button. Use the Add Action
button to define the actions to be taken if an email message matches the specified criteria.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

— R SRANM L IR UCEC & B B A E AV BR AR o AT DUSH Sl "IN FHIAIRAT
SRR o (E IR INE TR HIRE SCAN R AT S48 E HI AR R R AT T 5 -

LR ECEX L SE - 1IL5Y] “REFECE" 1% > RFEPTHAVE L -

13
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2.4. Configuring the Message Appender | il E{EHEN T H

The Manage Domains > Message Appender page allows system administrators to create an
appender that will be attached to all messages sent by the respective domains.

B> (5 EIENNIT o A B I QU SIUE (S S HEATA IR -

Back to: Manage Domains
=

. DOMAIN MESSAGE MESSAGE ACCOUNT PUBLIC FOLDER .
NEC A S 1 URAG
ALIASES FILTERS APPENDER DEFAULTS DEFAULTS

Message Appender

Enable Message Appender for this domain

Append the following text to all messages sent from this domain:

My Company
contact@mycompany.com

That'sit, I'm done

SAVE CONFIGURATION

To have the text you want appended to all sent messages, check the Enable Message Appender for
this domain option and edit the text in the available text box.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

WWRIEEAESCF I INEIFTA CA LRV - 1625 RS BB - HAESIAE T R E R -
HESERACEXEESE > 10T “IREFRE" 124 > CRFEHTHEAETE S -

14
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2.5. Manaqing Account Defaults | & Fifk BRI ME

The Manage Accounts > Account Defaults page defines default values for the parameters that will
be automatically inherited by all new accounts and account classes, and can be explicitly set
(overridden) in the advanced configuration of the respective account or account class.

The page gives access to three different sub-pages:

General - allowing system administrators to set running services to be inherited

Quotas and Restrictions - enabling admins to set certain limits for mailbox level, folder level,
notification, password policy, etc.

Message Filters - allowing the creation of message rules

EHK >k BOATUE XEYSECR B a4 R AT ARk Ak 28 - AIDUESURE () ESE
ik B P2 S O B P A BOAE -
TEfEft T =R ERY T TR

HAL - R ARGEH SR E AR S TR IR S

FCATRIFR G - (&2 A RE 9 B E L FRIR IRV UGG - 1 - SR F5% -
ERPERLEES - Fe v QR A

2.5.1. Account Defaults General Parameters | ik B\ S %)

The Account Defaults > General subpage lists the currently enabled or disabled services at domain
level. When such a service is stopped or started at domain level, the accounts within the specific
domain will inherit this configuration.

BN P> 388 FH Y T 5 T S AT E S FHBEE IR AR 55 - SRk S5 eI g n s b sE 2 -
b N HYFFESSOR AR IR -

Services and add-ons

Basic services for this account class:

SERVICE NAME eons
@ SMTP Receiving

@ sMTP sending

® por3

® map

@ Remote POP

@ WebMail

To enable or disable a service, use the respective buttons corresponding to that service's name.
Please note that at domain level, only services affecting domain behavior are displayed - SMTP
Receiving, SMTP Sending, POP3, IMAP, Remote POP and W ebMail.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

15
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{5 AR S5 X N AR AZ LS FBEE F IR S5 < 18R - Rl - Hsghiafk 35 R eIy - SMTP
UL » SMTP % 3% » POP3 » IMAP - if2 POP f1 WebMail -
LESERECE X 2L - 10T “RERE” HH - (REEFT e E -

2.5.2. Configuring Account Quotas and Restrictions | i & ik Hf!
AR PR il

The Quotas and Restrictions subpage contains parameters relative to mailbox and folder level,
notifications to be sent to account users and restrictions imposed at domain level for all created
accounts.

FC AU PR A1 DT 1 Fr B & Y S A S IR RE RIS R em 2R - B I B AT GRS Bl YK PRI
FFRA -

Managing Account Quotas | &k &
Quotas

Mailbox Level

Limit total mailbox size to: | 1 GB (values: 0-4294967295 KB)
Limit total number of folders to: 1000 {values: 0-100000)
Limit total number of messages to: | 500000 (values: 0-100000000)

Folder Level
Limit each folder size to: (values: 0-4294967295 KB)

Limit total number of messages to: | 100000 (values: 0-10000000)

At mailbox level, the total mailbox size, the total number of folders and the total number of messages
can be limited by selecting the respective options in the Mailbox area and using the up and down
arrows to adjust the limits to the desired value. For the total size limit, use the available drop-down
menu to select if you want it calculated in KB, MB or GB.

At folder level, system administrators can set limits for the size of each folder and the total number of
messages per each folder by checking the respective options in the Folders section and using the up
and down arrows to adjust the limits to the desired value. For the folder size limit, use the available
drop-down menu to select if you want it calculated in KB, MB or GB.

FERPAG LA > BSFE AN > SPRSMIN B R ST P PRAIAY - BEREAH N B IR HRRE - 2 E (R ) B
RTARIEERAERE AR AVE o ARIAELIKB - MB =t GB RS AUEAYRRS] - w(E T A s e

FESTPESRAL » SR G AT LAV G ST SR R N3 S AT P S B 0 S SR
(£ LA RIS RTRA MR - SRR KB - MB 3 GB HECHEHAN - THER T
SRR -

Notifications

Notify user when usage reaches | 90 % of allowed quota {webmail popup)
=]

Also send a notification email each time the user logs in but not more frequently than every
(values: 60-43200 minutes)
Restrict user from sending emails when usage reaches 0 % of allowed quota

(max value 100; must be higher than the quota usage warning value)

16
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To have account users notified when they reach a certain level of their allowed quota through a pop -
up displayed when accessing the WebMail interface, check the respective option in the Notifications
section and use the up and down arrows to increase or decrease the default percentage of the quota.
When this option is checked, the users are also notified at every login. You can set the frequency of
these login notifications using the up and down arrows corresponding to this additional option. To
select if the respective value is calculated in seconds, minutes, hours or days, check the respective
drop-down menu.

K Y R PRAUA S —ERY/KSP - it i) Webmail S5t s 1R nAS@AIf] - ££ “HA1"

— T 0 FEASEAR NI R > (58 A 5] A 1T R SR BB AR ECAREL B« L eIk >

%g;%ﬁ%%%%ﬁggmﬁﬁ EBHER R BT - AR M SR R DA E AR LR #f -
’ VA \E\ o o

Configuring Restrictions | it & [EE]

Password policy

Enable Password Policy enforcement

Password Expiration

Sessions

Password Policy Enforcement | Z255 530& S5 bt

System administrators can define a Password Policy to be enforced when an account is created for
a respective domain. First of all, they can set a minimum and maximum number of characters for each
password, using the up and down arrows or editing directly the text field of the Password length
parameters. They can further select from the Password must include drop-down menu if passwords
should include letters, letters and numbers or letters, numbers and special characters. Password
Expiration can also be defined by the text fields.

ZOUEH G O — K SR SRS I AT DUE X BIRGE T © Bt > Ml 1 LR B SRR MR
RETFRFEL > (R B TR E R A S R L B K ERT S » 20 M ] T DA B bk
e E MR RN E SN SOCF RIS ST R SRR o B At AT DU
SORTFEEPIES

Session restrictions | £ 1EREH

The number of POP3, IMAP and WebMail sessions can be limited for all accounts of a certain
domain. To select the desired value, use the up and down arrows or directly edit the text fields
pertaining to each type of session. POP3 and IMAP sessions take values from 1 to 16, while WebMail
sessions take values from 1 to 2048.

POP3 » IMAP F1 WebMail < 15174 & v DARRHI AN E USRI A K o ZREFETEmIE > &AL
e FEEAE E B B AT R SRRy 2E - POP3 A1 IMAP ZiHEM 1516 > - ifi
Webmail <:i5{E M 1 F1] 2048 -
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WebMail Restrictions | WebMail BEH

WebMail

Minimum allowed HTML body filtering level (use the slider to change the value)

To limit the size of email message attachments, check the respective option in the WebMail section
and use the up and down arrows to select the desired size. To have the size measured in KB, MB or
GB, use the available drop-down menu.

Use the up and down arrows of the Limit number of attachments per message option or edit its
corresponding text field to set a maximum number of attachments allowed to email messages sent or
received from any account using the W ebMail interface

Check the Limit message size option to set a maximum size for sent and received messages
through the WebMail interface. To do so, use the up and down arrows to select the desired size or
edit the corresponding text field.

The Limit number of recipients option allows you to configure a maximum number of recipients for
WebMail email messages using the up and down arrow to select the desired size or editing the
corresponding text field.

To set the HTML Body Filtering Level for all domain accounts when connected via WebMail, use the
available slider. The HTML filtering levels stand for the following:

No Filtering

Low level filtering - converts the message to standard XHTML

Medium level filtering - generates the email body based on a list of known/allowed attributes
and tags. Anything that is not on this 'allowed list' is removed. This level removes java script,
styles, etc.

High level filtering - generates the email body based only on text components. This means
that only plain text components remain in the message. This forth level is the strictest and
may actually damage some formatting, but it is also the safest.

FEPRA R PP R AN AT 2 WebMail —717 > (a1 T EAEERFT R A/ - TSRS
KB > MB @ GB iy A/ -
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Remote POP Restrictions | Zzcf2 POP R

Remote POP

Maximum RPOP accounts that can be defined: 4

Minimum message retrieval interval: 10 minutes

System administrators can limit the number of remote POP accounts defined by account users. To do
so, use the up and down arrows to select the desired size or edit the corresponding text field.
Additionally, you can specify a minimum interval between two email retrievals for each RPOP
connection. Use the Minimum message retrieval interval drop-down menu to have it calculated in
seconds, minutes or hours.

ZHUETR O A DIRGIEAE POP ik P g S VAR o B — o 15 (0 | _EARIE NG kBB R
AR /NER G R AH LAY SO B - B4 - A A LR E PR FL TR R 1> RPOP 832 2 [AIHY B 8]
W% - P/ VIS BASRATN 8] AR - TR AR - e NfitE -

Temporary Email Addresses Restrictions | [ B H 4= HibkHIPE

Temporary Email Addresses

Enable temporary email addresses
Max number of temporary email addresses: 4

Delete temporary email addresses after: | 1 days

The administrator can set some limits on the usage of temporary email addresses. A user may
request maximum 16 temporary email addresses (aliases). If the limit is set to '0' the 'Add’ button in
WebMail (in the 'Temporary Email Addresses' section) will be disabled but old temporary email
address will still be available until they expire or are deleted. The time period from the creation of a
temporary email address to its automatic deletion can be set between 10 minutes and 1 year.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

B 51 ] LA B — SR IR (6 A A R B T iR ARk o P e DUESKE % 16 Mimif s il ARtk (1k
) MRRFIEES 07 - £ WebMail &y “7p0” %8 ( “IgES R abrEthht” —77) FER
B REYIGI Bl PR T DAEE A - EEIEIASmER - ATLURESE 10 SyehE] 1 At A el —
NI EY TR iR 5 2R -

LR EX L SE - I05Y] “REFERCE" %5 RFERTHAVE L -
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2.5.3. Managing Account Filters | & ik i EEs

The Manage Account Defaults > Message Filters sub-page enables system administrators to
create and manage incoming message rules at account level.

Important! Account level rules will run after any existing Domain level rules and Server level rules
(common actions will be overridden).

B B E > S IR SR Y T T > (5 2 S0 E H 01 RE 95 QR B BRI B B A MU AE Bk = 1) -

EHE | MK RSN B T BLA S R M AR 55 25 BRI (SEEIRVITaR RS ) -

Incoming Message Rules

#  NAME S5TATUS ACTIONS PRIORITY

.
m
]
™

I

When first accessing the sub-page, a list with the already defined rules is displayed. Each message
rule can be deleted or further configured using the Delete and Edit buttons.

Each message rule has a Enabled/Disabled status displayed and next to it, the Enabled/Disabled
button displays the opposite action of the status. Priorities between message rules can be changed
using the up and down arrows under the Priority section.

To add a new rule for all domain accounts, click the Add Message Rule button. Type a name for the

incoming message rule, use the Message rule name and check the Enable this incoming rule
option to activate it.

R A T T & B EAE NEISIZR » IR AT CAEA “IHER" A0 “gmE” 22
Preflt—b R E -

BEABAINAE —NE R/ ZERIRGS ERA e 55 2409 )5 A/ S T TR A IR ESAE S AR - (8 ) A
[E] NGk o ARAE LA 7y CESe Z (AR AR U2 BT LAY -

TR S AN FRrA bk = - sy “URI0T dRCERN S o B A ARRERUIIRY AR o B
ERAERLNIE 475 > FHteE S AMNIE RIS E -
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General Settings

Message rule name: | Meetings

Enable this incoming rule

Matches
For incoming messages that match | ANY of the conditions below
Subject Contains
W
meetings
-+ ADD CONDITION
Actions
Perform the actions below:
Copy to
_E.,
Meetings

-+ ADD ACTION

Further select if the messages filtered should match all or any of the defined criteria set below. You
can add as many conditions as you wish by clicking the Add Condition button. Use the Add Action
button to define the actions to be taken if an email message matches the specified criteria.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

B2 BERE o AR IR S ER S E AR AR UEAC © AT URIIR ATRE ZHYSRA: - WS T
FefaErRft - FEIED SRS RIS 24 o SRR L R E SO EER AT 3] -

LR EX S SE - 1I051] “REECE” % - (REEATHATE L -
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Defaults | &k 7;2@/45(# BE%NE’J PO E R

The Manage Account Defaults > Send/Receive Restrictions sub-page enables system
administrators to define and enable or disable sending and receiving restrictions that can limit the
domains and subdomains emails are sent to or received from. Additionally, they can create limited
lists of recipients and senders that can or cannot send/receive emails.

B ERIR P BRIA S > Ak [ WURR - T I (0 A 50 8 28 O A 9 0 SO IR FH?Z%FH BRI =T DARR ISR+

ST HR A 5 R BRI Y & RO © RS0 - MATIE AT AQIERATR - w] DABCR gE A& 22 [HEU - R AR AU
TEARIA AN -

Message Sending Restrictions | {2 E.& 2EE ]

GENERAL MESSAGE FILTERS
Restrictions
Message Sending
Allow sending a maximum of = 1000 messages (values: 0-100000)
with a total size of | 100 MB in 1 hours values: 0-1048576 KB [ 0-360000 seconds)

Limits imposed to send messages offer system administrators an easy possibility to prevent account
users from generating spam. They can thus set a maximum number of messages, their total size and
the period in which these are sent using the up and down arrows to select the desired size or editing
the corresponding text field. To have message size calculated in KB, GB or MB, use the respective
dropdown menu. The time frame for the maximum number of messages can be set to be calculated in
seconds, minutes, and hours, using the corresponding dropdown menu.

PR A ARV 45 200 E B LR HE AT LE A = AR BRI o DRIEE - A TRl DO B SR/ NI HA ] N oK
HEEAHE o SR R R T A R B R AR Y A NS R AR NI SOR B A % o (S FHAHNIAY T fir e sg

14 E DI KB~ GB - MB - £ i BT EAN - SHBAVIR AL - FERVFRI T S cait (e LA
EHLIED - SYBIRVING T -
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Send
Enable send restrictions

Domain option

Exceptions:

Receive
Enable receive restrictions

Domain option

Exceptions:

The administrator defines the following options:

Enable/Disable sending restrictions
o Allow sending only to the same domain
= Allow sending to subdomains
o Allow only recipients /Disallow recipients
Enable/Disable receiving restrictions
o Allow receiving only from the same domain
= Allow receiving from subdomains
o Allow only originators /Disallow originators

Restrictions apply for messages sent from:

o WebMail: An NDR will be returned if the destination address is not allowed.

o SMTP/Outlook Connector: The 'RCPT TO' command will yield a permanent error, if
matched.

o Sendmail wrapper: An NDR will be returned if the destination address is not allowed.

B GE ST PUT R

I PR 5 2 2K
o ¥R K REEIE M
. VPR
o FVERAUREE AR SR A
B PRSI R 41
o FAvEBECREE M
- RVFBACRE T
o FUALVERAI/AL L

PR TR RHH R

o liibE * 41 HAVHEHEREA FLVF 0 NDRORHIZRIE]
SMTP / Outlook yE 5 * 4IFVEAC - RCPT TO ay Rk A — Pk APEAYEE IR -
o Sendmail FyfiE © 1IR HAVHELEA fo¥F > NDROFHHZR ] -
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3. Manage Accounts Tab | “E ik 2" 2EI5 T

When first accessing the Manage Accounts tab a list of existing domains is displayed. To be able
to manage the accounts first select one of the existing domains.

LKA EHK ST IR G SR ERIARE - N TREBEHIKS > R IERE -

After selecting a certain domain, the list of previously created accounts is displayed. To run a
search for a specific account, use the Account Search field.

B RS > SeRTATEAVIK YR G R R R - ZIRfTER - MRENK - £ KRR -
Manage Accounts

Alphabetical List Search accounts

DOMAIN # ACCOUNT NAME ACTIONS
1 demo & EDIT ol DELETE
Filter domains
2 postmaster £ Epit
trialll.absolvo.net =
3 userll A oI o] DELETE

trial12.absolvo.net

4 user(2 A EDIT | Ti[ DELETE
5 user03 Zeom | i DELETE
6 user4 £ o | To] DELETE

Domain 1 of 1

Show 50 accounts per page

To edit an existing account, use its corresponding Edit button, to delete it hit the Delete button. In
order to create a new account, hit the Add Account button.

B PEARKE o BEAHEAANE R8T I B SPRIZ L - v T el SRR K
Fo T “ENpORsT fEHl
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+ ADD ACCOUNT

Domain name: trialll.absolvo.net
First name Last name
Patricia Miller
Account name: Patricia.Miller @trialll.abso...
Account password: | ssssssss SET RANDOM

The password has been randomly set to: JLHflf66
Basic account type

@ Account setttings are inherited from the domain defaults

ADVANCED CONFIG QUICKADD

The domain you are creating the account in is displayed in the Domain name field if you have already
selected a certain domain. If you press the Add Account button prior to the domain selection you will
have to type the desired domain. Specify a name for the account you are creating in the Account
Name text field. Type a password of choice in the Account password text field or click the Set
Random button to select a random password combination. When using this button, the randomly
assigned password is displayed under it.

If you are done configuring the account hit the Quick Add button. Alternatively, should you prefer to
further fine tune it click the Advanced Config link. This link and the Edit button of already configured
link gives access to four configuration pages, General, Quotas and Restrictions, WebMail Options
and Message Filters.

ICIEAE QRHT K A4 Uk T BRI > AIRAIRE LSRR T 5 MRPE DU, - fskide s “Rpik "
LA > AR AFTRE RIS o WIEAEQIERAYIK - > FEMK = FSORF B E — N AAHF o ik @53
KRpEp g \Nmia el ead “RE” 2l B MENEEAE o AL
NEHTEEEZT

WREERESFIR 7 “RERI 24 - 50 > WREENR > Fady "SRKRE" #55% > Luft—F

f?éﬁ}g °TE}§§%@E§%@QT%?%$D “GRER” A A EECE A ~ FEAL - BCATAIFRE] - WebMail ZE i
B /m\?&i/un‘ °
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3.1. Accounts General Page | ik Fr &L

The Manage Accounts >General page allows system administrators to configure basic account
settings such as the account name, password and also displays general information regarding the
account in question.

B >EMTAFRAEHARERERNRE - Wik-% - 26 [T E R —&(E Sk R

=y =N
(]t -
CONTACT ACCOUNT QUOTAS AND WEBMAIL
INFORMATION ALIASES RESTRICTIONS OPTIONS

Settings
First name Last name
Patricia Miller

@ You can edit this user's personal data in the Contact Information section

Account name: Patricia.Miller @trialll.absolvo.net

Account password: | sssseses SET RANDOM

Publish this account's contact info in the public address book

Inherit configuration details from: | trial11.absolvo.net default

trial11.absolvo.net default
Management

Marketing

Sales

Use the First name and Last name text fields to modify the name of the person the account is
created for. The account name can also be edited in its respective text field.

To change an account's password, either type another one in the Account password text field or
click the Set Random button to select a random password combination. When using this button the
password randomly assigned is displayed under it.

To select whether the default settings established at domain level should be inherited by the account

you are currently managing or if the account should be associated with an already defined account
class use the Inherit configuration details drop down menu.

{5 A FRILE R Y SO B ST QIR IR P 44 F8 © &K R AaFE - el DUER S BRSO Bl - HH

UK S o BEANK B A T P s L B iR B o RN B RS A E - A
HIRBEN IO E S B REEZ T »

TR BAEIRP AN BN B A N AR H ATEERRY K - SISRAZ K P NS B TE SR - 25 (5 4%
ARECEREANE S Y TR -
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Services

The services below have been set explicitly. Reset to inherited from trialll.absolvo.net account defaults.

Basic services for this account:

SERVICE NAME ACTIONS
(©) sMTP Receiving O
(©) sMTP Sending O
@ rop3 b

@ mar O
@ Remote POP b

&) webMail O

The services section displays the list of account services and their current status. To enable or disable
a service, use the respective buttons corresponding to that service's nhame. Please note that at
account level only services affecting account behavior are displayed - SMTP Receiving, SMTP
Sending, POP3, IMAP, Remote POP and W ebMail.

%S EH BRIk PRSI T ISR - HERANEEARS » (HEHZIRSHERE > RN -
AR > kg SRS ST Bos - SMTP #% » SMTP % 3% » POP3 » IMAP » itf2 POP I
WebMail -

Info

Account created on
Account modified on
Used quota
Message count

Folder count

Last Login Detailed Info:

IMAP
never

WebMail
never

Mon, 28 Aug 2017 17:54:19 +0800
Mon, 28 Aug 2017 18:04:55 +0800
0KB

0

13

POP3
never

Outlook Connector
never

ActiveSync
never

The Info section of the account displays details referring to the creation date of the account, used
guota and time, date and IP coordinates of the last logins to the respective accounts through IMAP,
POP3 and WebMail...etc.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

FEBK (5 BB o Won G A K = HIECHR - 6 H Bt E] - IMAP > POP3 » WebMail 7z %5 fi /55 5% 1P
AR [RIHY TR E S -

HESERACEXLESE > 108F] “IRERE" 1248 > (REEHTHEETE S -
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3.2. Contact Information | Bt ok

The Manage Accounts > Contact Information page allows system administrators to edit the
Contact Information (i.e. Name, Contact number, Address...etc.) of the user account. The
contact information will publish in the address book in your domain.

B P> T VO TR A0 1 G0 G SR P A P (R » TR IR R %) -
B O T AT 726

Editing Account Contact Information | (&% FH R AYELZS FOR!

GENERAL CONTACT ACCOUNT QUOTAS AND WEBMAIL MESSAGE SEND / RECEIVE
INFORMATION ALIASES RESTRICTIONS OPTIONS FILTERS RESTRICTIONS

General Info

By default, all the information in this page is set to be published in the public address book.
If you don't want this information published, you can control this either for this account only (go to the General section) or

for the entire class of accounts (at the account defaults or account class level).

Full name
Title:

UPLOAD PHOTO

7 DELETE . -
First name: Patricia
Middle name:

Last name: Miller

Suffix:

Email address:

Mobile phone:

When you are done configuring these parameters, remember to hit the Save Configuration
button to preserve your changes.

HESERACEXEESE > 1C5F] “REFRE" 1248 > IREFEEHTHEETES -

==
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3.3. Account Aliases | k= E4

The Manage Accounts > Account Aliases page allows system administrators to create a list of
aliases for a certain user account.

R > P 14 DU Fe VF 2 S0 E B O B — RrE F P ik P B BIR4 ISR -

Account Aliases Management | it HI[ 32 E 2

~ CONTACT QUOTAS AND WEBMAIL MESSAGE SEND / RECEIVE
calail INFORMATION RESTRICTIONS OPTIONS FILTERS RESTRICTIONS
Manage Account Aliases
Existing aliases for user0l@trialll.absolvo.n...: dlim,]
# ADDRESS ACTIONS
1 abc.100 4] DELETE

An account alias is a secondary account pointing to the account you are editing. For example, if you
are currently editing the account userOl@trialll.absolvo.net previously created and you add
alias@trialll.absolvo.net as an alias, all emails sent to alias@trialll.absolvo.net will be delivered
to user0O1@trialll.absolvo.net.

K 590 4 2 f5 1 R IETE dw B RV K P AU REE K oo A0 o 40 5R AR OE 12 g BB ST A 61 2R Y ik
userOl@trialll.absolvo.net. » {E 5 — N Bl & /R A 1 alias@trialll.absolvo.net » % % #
alias@mycompany.com » FiA Hb A% (L 2 F] userO1@trialll.absolvo.net -

Each of the previously defined account aliases can be edited in the text filed or deleted using their
corresponding Delete buttons. To add a new alias, type its name in the upper right corner text field
and hit the Add Alias button.

B JeRiiE K - 544 T DA g BT SCASE S S bR HAR R A ERZ# - BRI0— ARl A
EAESIORT B R A ERIRARRIET IRt

# ADDRESS ACTIONS
1 abc.100 ToJ DELETE
2 alias iﬁ E

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

LR EXSESE - 1I05Y] “RERCE" %4 RFEPTHAVE L -
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3.4. Confiquring Quotas and Restrictions | fi & i amA15E &l

The Manage Accounts > Quotas and Restrictions page contains parameters relative to mailbox
and folder level, notifications to be sent to account users and restrictions imposed to the account
being edited.

B > BoA AR G AL S AR FE RIS RHY S 4] driE PR E ik A& 2 B A E e
Managing Account Quotas | & H ik F il 4%

At mailbox level, the total mailbox size, the total number of folders and the total number of messages
can be limited by selecting the respective options in the Mailbox area and using the up and down
arrows to adjust the limits to the desired value. For the total size limit, use the available drop-down
menu to select if you want it calculated in KB, MB or GB.

At folder level, system administrators can set limits for the size of each folder and the total number of
messages per each folder by checking the respective options in the Folders section and using the up
and down arrows to adjust the limits to the desired value. For the folder size limit, use the available
drop-down menu to select if you want it calculated in KB, MB or GB.

FERRAE S > BBFE AN » SCERSRAN B Y S0 v B AH R A IR AS DS AR IR 2R (58 A 1) A e T
AR ER TR AVE - AIRIRAELL KB > MB B¢ GB I+ AT {5 f T i 5 St B B USRI IR A -
FESC R BB B ] LIS AR S SRHT AR NIER () SCA SR S BRI > $2AH R SO oy

HrEY NIRRT+ (5 R A N A kSR TR B P AR AV ERIPR A o NS0 Ay AR/ NIR ] » (SEF T RS R it
B SRR KB > MB 2 GB i1 -

Notifications

Notify user when usage reaches 90 % of allowed quota (webmail popup) ®
Also send a notification email each time the user logs in but not more frequently than every @

(values: 60-43200 minutes)

Restrict user from sending emails when usage reaches 0 % of allowed quota @

(max value 100; must be higher than the quota usage warning value)

To have account users notified when they reach a certain level of their allowed quota through a pop -
up displayed when accessing the WebMail interface, check the respective option in the Notifications
section and use the up and down arrows to increase or decrease the default percentage of the quota.
When this option is checked, the users are also notified at every login. You can set the frequency of
these login notifications using the up and down arrows corresponding to this additional option. To
select if the respective value is calculated in seconds, minutes, hours or days, check the respective
drop-down menu.

ZH 7 [R) Webmail Sl St TEAEI— g B /K P BCHRU 58 L — DPRATUE AN > W] 4 380 A T E AR R
eI > (5 A ) AR RTINSk D RIBOA B oy b o SRR T - R e R

HA o AT LAEE FH R EATE T RTL > DAASHR DI N A AR 15 e X S B < A A » FARRIHY M LR
BRI RAE T URVER - L8R - JU N ERJLRHYE -
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Configuring Restrictions | it &R

Restrictions

Contact Information

Allow the users to edit their personal contact information

©

Password policy

Enable Password Policy enforcement

Password length must be between | 8 and | 16 characters (values: 1-32 / 16-128)

Password must include: | letters and numbers

When changing the password, reject the last | 3 used one(s) (values: 0-8)

Allow the user to change the password

OO0 O © OO

Require a minimum time interval of

between two consecutive password changes (values: 1-365) days

Password Expiration

Enable password expiration

© O

Password expires in from creation (values: 1-365)

Notify user at each login, starting from days before the password expiration (values: 1-365) days @

Password Policy Enforcement | 2555 SRl 52

System administrators can define a Password Policy to be enforced when an account is created for
a respective domain. First of all, they can set a minimum and maximum number of characters for each
password, using the up and down arrows or editing directly the text field of the Password length
parameters. They can further select from the Password must include drop-down menu if passwords
should include letters, letters and numbers or letters, numbers and special characters. Password
Expiration can also be defined by the text fields.

Z B 51 T LUE SR QI — K P NSRBI AT B R SR - B A AT DUR BN B RS AY i N
REVFAFEL > (A BRI T A ke E R A SO R S KRS - 5] DAE TS st —F
BFESNLL NS » REENEEH TS FCFRNE TS SRR TR - B
] DRSO B e A
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© 06 0 6

WebMail
Limit attachment size to: 20 MB (values: 0-102400 KB)
Limit number of attachments per message to: | 10 (values: 0-1024)
Limit message size to: 25 MB (values: 0-1048576 KB)
Limit number of recipients to: 1024 (values: 1-2048)

Minimum allowed HTML body filtering level (use the slider to change the value)

) o High level filtering
o Medium level filtering
) ) Low level filtering
Mo Filtering

To limit the size of email message attachments, check the respective option in the WebMail section
and use the up and down arrow to select the desired size. To have the size measured in KB, MB or
GB use the available drop-down menu.

Use the up and down arrows of the Limit humber of attachments per message option or edit its
corresponding text field to set a maximum number of attachments allowed to email messages sent or
received using the WebMail interface

Check the Limit message size option to set a maximum size for sent and received messages
through the WebMail interface. To do so either use the up and down arrows to select the desired size
or edit the corresponding text field.

The Limit number of recipients option allows you to configure a maximum number of recipients for
WebMail email messages using the up and down arrows to select the desired size or editing the
corresponding text field.

To set the HTML Body Filtering Level for this specific account when connected via WebMail use the
available slider. The HTML filtering levels stand for the following:

No Filtering

Low level filtering - converts the message to standard XHTML

Medium level filtering - generates the email body based on a list of known/allowed attributes
and tags. Anything that is not on this 'allowed list' is removed. This level removes java script,
styles, etc.

High level filtering - generates the email body based only on text components. This means
that only plain text components remain in the message. This forth level is the strictest and
may actually damage some formatting, but it is also the safest.

SR @ WebMail g Rk 2=y HTML IE S0 9020 > (@ al FEFF - HTML s miitss
TS :

FPRAI AT A A/ N 2% WebMail —7 > 1 [ R0 T ERBEE R A FRaI A/ « MHIEEEH
KB » MB = GB iy A/ -

{58 P 16 R[] T 55 S PR A RIS T B P 2 T S8 i of L A SOAS - B R 1R L (6 Y Weebmail S IH] 70 1 i
RECE ARl 2 ST

ZHFE A NRF IS B F AN > i Webmail S & XN EH S - BHMENX —5 > 1HEA R
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BRI R, o BERATRR AT A N R AR A SO T o

Wt A4 H PRAZE I o VF EECE — 1 WebMail Ll AU A& R i) BRI RSk ZeReri
YA NE G AR L Y SR B

S EFTA E WebMail 3%k 1y HTML (S0 051 - (R AT BT - HTML g9k
DUT A

R RIATELE - BRSO FRofERy XHTML

FELHIHTLE - SR/ R B TERIPRRE RS IZRATEAE B AR AT TR « B BN
VFHIR T bR - BEZs] § MFReY java FEIAS » A5 -

BEIEE - (T SO A AR TR IESC T - XBIRE - HAADCRAREEZRE. -
XFEVURRR B > ATRESIE R HEtERL 2N -

Remote POP Restrictions | #cfZ POP [E#l

Remote POP
Maximum RPOP accounts that can be defined: | 4 (values: 0-16) @
Minimum message retrieval interval: | 10 minutes (values: 1-10080 minutes) @

System administrators can limit the number of remote POP accounts defined by a certain user. To do
so, use the up and down arrows to select the desired size or edit the corresponding text field.
Additionally, a minimum interval between two email retrievals for each RPOP connection can be
specified. Use the Minimum message retrieval interval drop-down menu to have it calculated in
seconds, minutes or hours.

ZorEH 51 u] DR e A2 POP k7€ X VAL E - BMEIX — 5 158 ) B AT T & ke iR
HYR /N AR N Y SO © EST » S AT LS E PS4 2y 51> RPOP 43 7 [ H i A6 [F]
b o P/ DEYE BAR BV [B][E)RS - MR TAER - e f iR -

Temporary Email Addresses Restrictions | [ B Hl A skFIPEF

Temporary Email Addresses

Enable temporary email addresses @
Max number of temporary email addresses: | 4 (values: 0-16) @
Delete temporary email addresses after: | 1 days (values: 3600-31536000 seconds) @

The administrator can set some limits on the usage of temporary email addresses. A user may
request maximum 16 temporary email addresses (aliases), if the limit is set to '0' the 'Add’ button in
WebMail (in the 'Temporary Email Addresses' section) will be disabled but old temporary email
address will still be available until they expire or are deleted. The time period from the creation of a
temporary email address to its automatic deletion can be set between 10 minutes and 1 year.

T B T] DA B — SR 5 A B i i E T B R o B ] USRI % 16 Mimisf s il ARtk ((b
#) e WIRRFNEEDT 07 - F£ WebMail #y “7Ap0" #2481 O s AR EE" —77) REEEEA
(B TH A IS BT B st b 5 280 PUE R > BRI EHENER » s DUSEAE 10 Sp8E] 1 SRRV a6l
— MIGEFHY E TR st hE B 2 e o

LR EXESE - 1IL51] “RERCE" %5 RGPV -
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Parameter inheritance | 254k &

Parameters or parameter groups that are inherited from the domain's account defaults are
automatically marked with the @ icon, When explicitly setting the value of an inherited parameter it

will be marked with the @ icon. Moreover, any further changes at parent level (domain's account
defaults or account class) will only affect inherited parameters, while explicitly set ones will keep their
value. You can, at any time, revert the explicit parameters to their inherited value, by clicking the
'Inherit' link related to the explicitly set parameter (orange) icon.

SRR S H AR S AT Bl EEiie Qi - 4 BRIEE AR SHE » © o
it O ER - 51 > (LRI BEEBAE L S (P BRI S P

K)o HEPmRISE > BEXUKER > TORORFFEOME - AT SRR A - SRR S50 E 4k
EME - S KT s BRERNSY (BE) BlifF -

This value has been set explicitly @
overrides default value.
Reset to inherited

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

HESERACEXEESE > 10T “REFRE" 154 > CRFEHTEATE R -
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3.5. Account WebMail Options | WebMail ik F= g2 T

The Manage Accounts > WebMail Options page allows you to configure an account's appearance
and preferences. These options can also be set by each account user from the WebMail Interface.

B> WebMail Zerii il oo FEECE MK~ HISNWAIE 4 - XLt w] DU Webmail Fii
B IRE -

Appearance Options | #MIl#ET0

CONTACT QUOTAS AND SEND / RECEIVE
Al T WEBMAI IONS MESSAGE FILT
GENERAL INFORMATION ECUUREARREES RESTRICTIONS e A RESTRICTIONS

Appearance

Theme
WebMail Standard WebMail

@ Neutral

Select the WebMail Theme that should be used for this account. It will apply to both AJAX WebMail and
Standard WebMail.

e webmail FRISZea b LL ik = N {55 A RS WebMail @i - &oriE AT AJAX WebMail #1 Standard
WebMail -

Language

WebMail language: | English

Display 50 messages per page (values: 10-500)

To configure the WebMail language settings for the respective account use the WebMail Language
dropdown menu. The available options are English, Chinese, Japanese, German, Spanish, Portuguese,
Italian, Danish, Swedish, Polish, Russian, Czech...etc . The default selected language is English.

You can specify the number of messages to be displayed on a WebMail (Standard Interface only) page
for the currently edited mailbox using the Display...messages per page dropdown menu.

i WebMail &% % #5E AUIKF > & WebMail 155 M - o] AR SNE > hE > A
(88 > PAIEE > AEE TR BORANE > FIERVE - EdLE - R o MOF - fERIEESE o ERBOARE

N e
S EgiE o

ST DASE T S e P T OB B A 21 AT 4mdEA) WebMail (brofief M) T AT _E 2 EoRHH S 4 -
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Account Preferences | it & %0

Preferences
Ask for confirmation on email deletion
Ask for confirmation on empty folder
Empty Trash on logout
Empty Spam on logout
Move deleted emails to Trash
Hide deleted messages

Save a copy of sent emails in Sent

Automatically check for new emailsevery | 3 minutes values: 1 - 1440 minutes|
Display notification when new email arrives

Request read receipt

Send read receipts | Ask

HTML Body Filtering Level (use the slider to change the value)

You can have a confirmation requested before deleting a message via WebMail from the currently
edited account by checking the Ask for confirmation on email deletion option.

Check the Ask for confirmation on empty folder option to request a confirmation on emptying a
folder in WebMail for the currently edited account.

To have messages deleted through the WebMail interface sent to Trash check the Move deleted
emails to Trash option. If left unchecked messages will be permanently deleted.

Allow the WebMail interface to check for new emails automatically for the configured account by
checking the Automatically check for new emails option. Use the available text field or its up and
down arrows to define the time frame and the dropdown menu to have the period measured in
minutes, hours or days. Check the Display notification when new email arrives option so the user
receives a pop-up warning when a new email arrives.

To set the HTML Body Filtering Level for this specific account when connected via WebMail use the
available slider. The HTML filtering levels stand for the following:

¢ No Filtering

e Low level filtering - converts the message to standard XHTML

o Medium level filtering - generates the email body based on a list of known/allowed attributes and
tags. Anything that is not on this 'allowed list' is removed. This level removes java script, styles,
etc.

e High level filtering - generates the email body based only on text components. This means that
only plain text components remain in the message. This forth level is the strictest and may
actually damage some formatting, but it is also the safest.

37



&
HO N: 'K%;?HG

BROADBAND NETWORK
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Contacts Settings | BE2 NN E

Contacts

Use contacts from public address-book

Use contacts from domain

System administrators can select which contacts to be used for the account they are currently editing.
They can either use contacts from the public address-book and/or employ domain contacts. To do so
please choose from (or both) available options: Use contacts from public address-book and Use
contacts from domain.

FAUEH 51 9] DL H BIIEAE e B AV IR P e Bk AL DN IBE F A o AT RT DAGSE R 2 st SRR/ B3R P 844 B
FNHIE R o BEEX — o 1R (B0 ) A RIAYEEIN © (5 A MISRE 2 Stk SR8 A IR 2 AR

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

LR EX L SE - 1IL5Y] “RERCE" 124 > REEPTIATE L -
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3.6. Managing Message Filters | & F {4 n] e 28

The Manage Domains > Message Filters page enables system administrators to configure a set of
rules to be applied to messages received by specific accounts, as well as to view and change any of
the similar rules created by the users themselves. The page gives access to other 2 sub-pages:

Admin Filters - containing the parameters relative to incoming message rules and filters.
User Filters - containing the parameters relative to incoming message rules and filters set by
users in WebMail > Settings > Filters page.

> R (e B8 T AR SR U E GO E R R R AT R H R > DU E R NE ST THA A EC
IRV - ZITHE R AL 151 HAt 0T

BRI - &SRS AL S -
FP B 28 - 2 e ARV RIE U 25 i P71 WebMail> 1y > ot i BT A AR 2 <

SEND / RECEIV
WEBMAIL OPTIONS ECTRY -.-;."

Incoming Message Rules

(7) Themessage rules below will run after any existing Server level rules and Domain level rules (common actions will be overridden -+ ADD MESSAGE RULE

#  NAME STATUS ACTIONS PRIORITY
1 testrulel Enabled @ D DiSABLE

2 testrule2 Enabled

3.6.1. Admin Filters | &1 5%

B

The Message Filters > Admin Filters sub-page enables system administrators to configure incoming
message rules and filters for specific user accounts.

Important:

The Rules and Filters configured in this page replace the ones inherited from account
defaults.

For a direct access to the account defaults parameters, click on the underlined account
defaults option available right under the Admin Filters sub-page name.

23 8> G T DD » 5 A BSR4 AT T P M P AT .25
EELT
FELE T P RE BT S AT 8 28 ST P B A SRR TR L -

T EREVIRIEYIK BOASEL > S i SRk - BOA BRI - BRI m] DUARYE B EE 51 A I 2s
ERAEESY
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Incoming Message Rules | B EHLNI]

Important! When first accessing this tab to be able to add filters for this account click the Define
explicit link.

EHH | BHE R FXMREREBILIK - ORI iges - Rdy “E IAEHIRERE -

O The rules and filters are inherited from trialll.absolvo.net account defaults

Define explicit filters for this account.

Incoming Message Rules

@ The message rules below will run after any existing Server level rules and Domain level rules (common actions will be overridden). =+ ADD MESSAGE RULE
# NAME STATUS ACTIONS PRIORITY
1 testrule3 Enabled | ObisasLe A EDT | ol DELETE n
2 testrule2 Enabled | O DISABLE & EDT f DELETE

3 testrulel Enabled | O DisaeLe &£ EDIT DELETE

To configure a new message rule, hit the Add Message Rule button and then fill in the specific
parameters in the new sub-page, New Message Rule. Each message rule has an Enabled/Disabled
status displayed, the action displayed by the button next to it is the opposite of the status. Each rule
can be deleted or further configured using the Delete and Edit buttons.

To set the order in which defined rules should apply, use their corresponding up and down arrows
available under the Priority section.

Important:

All message rules available in this section will run after any existing Server Level Rules and
Domain Level Rules (common actions will be overridden)

FRCE—RHHEAN - T “FI0EBERN" 24 - AAEE AR T T > FrEi ey B s
8o HPEINEY IS ZERIRES R - B35 AHE HL TR S ER AR S HIRAS - B IS A] LUy
MHPRECI—2 060 “WIBR" 0“4 f2HECE -

B XEYRNIRN SR - (8 A EAR R 3 &k AR L S e o -
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)
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General Settings for the New Message Rule | & B H b E=HL00E #1

New Message Rule for userO1

Back to: Configure Account user0l on Domain trialll.absolvo.net

General Settings

Message rule name: testrule4

Enable this incoming rule

Use the text box under General Settings in order to specify the name of the new rule then enable the
new rule by checking the box in front of the option called Enable this incoming rule.

FEA “HABE" THYSORIES DS E AAREET N > 28058 R I AR S FHEEZE T - #5098
FHIEZ AR -

New Message Rule Conditions | #rlB{EE NS4

In the Matches section, first decide the incoming messages for which you want the rule to apply. Next,
choose the conditions you want to apply to those messages (e.g. for messages from
‘abc@domain.com’).

£ “UCES” B4R o EAR R ER AR A SRS o 8 TR ERCEEE AR Y ER
4 (4 - JHEM'abc@domain.com') -

Matches

For incoming messages that match | ANY of the conditions below

Subject Contains prize T

Use the drop-down menu to select the type of the new condition. Available options include setting

conditions relative to the subject, sender, receiver, Cc, To or Cc, size of the email, as well as a

customization option, accessible by clicking on Custom. To delete one of the newly-added criteria hit

its corresponding trash-bin shaped like button.

(S TR s e B2 Y o T A R FE R B S AR Y R > R RIS o DI o A

%giﬁéjﬁ;gﬂﬁ%@ﬁd\ C UREE SR mEid sd CHENT o IR — RS B AR A o o AR MY
jt o
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New Message Rule Actions | #rb AL NI#E{E

Actions
Perform the actions below:
Move to Deleted o
+ ADD ACTION
By editing the Actions section, you can decide what you want to do with the messages that match the

above conditions. Use the drop-down menu to specify the actions corresponding to the mail message
i.e. moving, copying, deleting, or redirecting it to a certain email address etc.

To add a new action, click on the Add Action button and then fill in all the corresponding details in the
newly-displayed menus. To delete an action hit the trash-bin shaped like button displayed on the right
hand side of the action in question.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

WG S E Y > IRATDAE IR 2. 577 & LAl AR - (ER MuSesR ks 2 N A Eh 1E
Bl Sl Wk - SEEE R E—MFERTE TR AL -

BRI VAN S R IIEN L - PREE S AR A TR BoRAYSER o EMERANEF T A TiAHY
HIIRAR -
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3.6.2. User Filters | i #TEzs

The Message Filters > User Filters sub-page enables system administrators to configure incoming
message rules and filters for specific user accounts.

Important:

The User Filters subcategory, in particular, gives you access to the rules defined by the user
for this account using the WebMail interface.

Editing these rules will actually edit the user-defined filters, and the changes will be seen by
the user in the WebMail interface. Access to these rules has been introduced in order to allow

the administrator to correct potential problems in user-generated rules through shared
access.

R e s > B D1 e 1 T > (i 0 E B D1 RE RS B (5 AR e P ik P B R AU AL g s -
ERER
Mg 5200 Rl IR XMk S A Webmail 5 » i -2 SCHIAUN

G bR LA SR g iR A P B 7 SCL iE s - i Webmail 5l F B EIRVEL - X
SR TERIES LA > DU WEEE G SRE IR H 25 RIAY A P A AN o A 7B A R -

Incoming Messages Rules | {& A {EFLI]

- = CONTACT ACCOUNT QUOTAS AND WEBMAIL SEND / RECEIVE
GENERAL MESSAGE FILTERS
INFORMATION ALIASES RESTRICTIONS OPTIONS — RESTRICTIONS
R

Incoming Message Rules

( / The message rules below will run after any existing Server level rules and Domain level rules (common actions will be <+ ADD MESSAGE RULE
overridden)
# NAME STATUS ACTIONS PRIORITY
1 test_rule Enabled | O msasLe £ eom | Tof

To configure a new message rule hit the Add Message Rule button and then fill in the specific
parameters in the new sub-page, New Message Rule. Each message rule has an Enabled/Disabled
status displayed, the action displayed by the button next to it is the opposite of the status. Each rule
can be deleted or further configured using the Delete and Edit buttons.

To set the order in which defined rules should apply use their corresponding up and down arrows
available under the Priority section.

Important:

The message rules below will run after any existing Server level rules and Domain level rules
(common actions will be overridden).

43



&
HO N: 'K%;?HG

BROADBAND NETWORK
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EHEHR
HETNHEIVANG » MBI ER P RIS 2s A AL AT AR (RETE N ERS) -
General Settings of the New Message Rule | —f& 1% & HrHBA-FII

General Settings

Message rule name: | test_user_rule
Enable this incoming rule

Use the text box under General Settings in order to specify the name of the new rule, then enable
the new rule by checking the box in front of the option called Enable this incoming rule. {5 ST AHE »

DU WAL > 2N E A O E T B RTETEIALIN - FERT A Y ZETIUS I L 2 AR AG:
EAE

New Message Rule Conditions | #rl 4N S& {4

In the Matches section first decide the incoming messages for which you want the rule to apply. Next,
choose the conditions you want to apply to those messages.

£ USRS B SR E SRR IS AL ACH EHIAUN © 825K - SRR IRE IR LN SIS -

Matches

For incoming messages that match | ANY of the conditions below

Subject Contains pharmacy

Use the drop-down menu to select the type of the new condition. Available options include setting
conditions relative to the subject, sender, receiver, Cc, To or Cc, size of the email, as well as a
customization option accessible by clicking on Custom. To delete one of the newly-added criteria hit
its corresponding trash-bin shaped button. New message rules can be set to match all or just part of
the specified conditions according to your choice.

(EF MRS s e B 2SR - W] YRR IR R SRAAE HY ER  RfEA  BalEs - T
N B PR AYETEBARRR/N - BUREE )G > Al R THET o BRI

AR Al PSRRI AR A AL © TR EEREBIEALI - DA S BRI T IRIE R 2
AR P —E7 -
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New Message Rule Actions |FHBAE-HLIEE/E

Actions
Perform the actions below:
Redirect to abc@mycompany.com
Keep message
Redirect to user3@trialll.absolvo.net

Keep message

By editing the Actions section you can decide what you want to do with the messages that match the
above conditions. Use the drop-down menu to specify the actions corresponding to the mail message
i.e. moving, copying, deleting, or redirecting it to a certain email address etc.

To add a new action click on the Add action button and then fill in all the corresponding details in the
newly-displayed menus. To delete an action hit the trash-bin shaped like button displayed on the right
hand of the action in question.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

Wi ST 85 o IR DURE REE T 2 SR G BHSERURE o (R TR SR AT E A MY
e - B> MR - SUEEE FE]— MR E HY F Ak F G - B
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3.7. Manaqging Send / Receive Restrictions | & H & {E/Ug A BE &1

The Manage Accounts Tab > Send/Receive Restrictions sub-page enables system
administrators to define and enable or disable sending and receiving restrictions that can limit
the domains and subdomains emails are sent to or received from. Additionally, they can create
limited lists of recipients and senders that can or cannot send/receive emails.

EERI P BRI > % 2K [ PR MR T (5 2 08 B O m] DASE ST I8 FH A F PR A ] DA PR Al S5 138
zgé¥ﬁgiiﬁ§§2§§2§3?iiﬁﬁ%D%%4&<°Et&# o AT T DU IR FRAYFIR > AT DA RE% 25 /2 U D
N il > 3

Message Sending Restrictions | {2 B & 2[R E

- ENE | CONTACT ACCOUNT QUOTAS AND WEBMAIL MESSAGE SEIIJHECEIUE
NFORMATION ALIASES RESTRICTIONS OPTIONS FILTERS RESTRICTIONS
Restrictions
Message Sending
Allow sending a maximum of = 1000 messages (values: 0-100000 @
with a total size of | 100 MB in 1 hours (values: 0-1048576 KB / 0-360000 seconds @
Maximum number of recipients this user can send in the specified interval = 10000 (values: 0-1000000 @

Limits imposed to sent messages offer system administrators an easy possibility to prevent account
users from generating spam. They can thus set a maximum number of messages, their total size
and the period in which these are sent using the up and down arrows to select the desired size or
editing the corresponding text field. To have the message size calculated in KB, GB or MB use the
respective drop-down menu. The time frame for the maximum number of messages can be set to
be calculated in seconds, minutes, and hours using the corresponding drop-down menu.

PRI R AT 46 22 50 B B CAHR DA 1B = AR MR » ERIEE - At A T o] DL SR NS HA R A
K EEAVHE A E ERIE AR A TR AR NE R R AR MY SUAR S B A % o [ FHAE R T L
FeE R EDL KB GB - MB - SRR AN « JHERIE A - (58 FIAE NI T 17352 5 o st [ o
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Send
Enable send restrictions O
Domain option = Disallow all domains @
n from trial faul
t except nis accour 1
Receive
Enable receive restrictions O
Domain option @

The administrator defines the following
options:

Enable/Disable sending
restrictions
o Allow sending only to the same domain
= Allow sending to subdomains
o Allow only recipients /Disallow recipients
Enable/Disable receiving
restrictions
o Allow receiving only from the same domain
= Allow receiving from subdomains
o Allow only originators /Disallow originators

Restrictions apply for messages sent from:

o WebMail: An NDR will be returned if the destination address is not allowed.

o SMTP/Outlook Connector: The 'RCPT TO' command will yield a permanent error, if
matched.

o Sendmail wrapper: An NDR will be returned if the destination address is not allowed.
EHLGUE T LU

JE /B FH A IR
o UK AT FEAYE
" FREHITE
o SR AWEYA A
JE F/EE FH R IR A1
o AWFRBEICRAR
" KA TR
o JLVFME—HYLZEEN/ A SRIFLEA

PRI T A EHH S

o WebMail : 415 Hyihk 2R oK [E— NDR -
SMTP/ Outlook #7223 : RCPT TO a4/ £ — Nk AMERVEE 1R - AR TTHCATIE
o Sendmail {63 © 18R BAYHHEER /21K [G]— NDR -
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4. Groups Tab | BEH %I

When first accessing the Groups tab, a list of the existing domains is displayed. To be able to
manage the groups you have to first select one of the existing domains.

Y- RUIEHARE S B RIAAESPIR - N TREGEERA - RS — 1 BUARYE -

Manage Groups

Alphabetical Lis| Search groups B DCrOUE
DOMAIN # GROUP NAME ACTIONS
Filter domains ! P;IU“I’! é _ EDIT :I| L
2 HR ; -
trialll.absolvo.net -
3 mis ? EDI = DELETE

Domain 1 of 1

After selecting a certain domain the list of previously created groups is displayed. To run a search for
a specific group use the Group Search field. To edit an existing group use its corresponding Edit
button, to delete it hit the Delete button. In order to create a new group press the Add Group button.

PREFARE - JeRTQRVAYIR T R - W EN—HEAARRFEIETRE - EhRBIAHRE
FIENSRIEY “gmfE” f24H > MERTIT “WER" 24 - 0 T aER— N > 7 R 2l

-+ ADD GROUP

Domain name: trialll.absolvo.net
Group Name: sales

Group's email address will be:
sales@trialll.abso...

Enable this group

The domain you are creating the group in is displayed in the Domain name field if you have already
selected a certain domain. If you press the Add Group button prior to the domain selection you will
have to type the desired domain. Specify a name for the group you are creating in the Group Name

text field. After specifying these two parameters the groups email address will be displayed (generic
address is Groupname@Domainname).

Check the Enable this group option if you want to render the group active. If you are done
configuring the group hit the Quick Add button. Alternatively, should you prefer to further fine tune it,
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click the Advanced Config link. This link and the Edit button of already configured link gives access
to two configuration pages: General and Message Filters.

WERIEELBERE TR SORA R BoRAE " 7B o QIFEERE RN fHIZ AT > 1Ok
NS RAFTRREVE © FralREHLHR SORFE T E — D « f8E XN S8 4 A T itk
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o - s “ERECE HEE - LN R R C SR B R RR R T P INICE D ¢ S AR AR
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4.1. Group General Configuration | FHIEEHAE

The Groups > General page allows you to add and delete group members and also provides
information on the group currently edited.

H>EM T EORIIAIINERAR G - FEIR 0t T AR SR REA -

MESSAGE
FILTERS

Settings
Group Name: | sales
Group's email address will be: sales@trial1l.absolvo.net

Publish this group's contact info in the public address book

Allow members to use group's email address as sender address

Distribute email to: | members

Receive email from: | anybody

Group Members: user <+ ADD MEMBER

user0l@trialll.absolvo.net -
# ADDRESS ACTIONS

user02@trialll.absolvo.net

1 Patricia.Miller@trialll.absolvo.net user03@trialll.absolvo.net 1] DELETE

userl4@trialll.absolvo.net

Enable this group

Info

Group created on: Mon, 28 Aug 2017 20:59:34 +0800

Last modified on: Mon, 28 Aug 2017 20:59:34 +0800

Use the Group Name text field to edit the name you have previously assigned to your group.

To add a group member type his/her email address in the Group members text field. To add more

than one member hit the Add member button which will generate additional text fields for email

addresses. To delete an already added member use the Delete button. Check the Enable this group
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option if you want to render the group active.

The Info section displays details referring to the creation and last modification date and time of the
group.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

{E AT SR B B IR AT E oy BCE A AR o BRI AR 1A - it/ 4t Y B i (4 k2 it £

SRS » BURIIZ R ATT IRk L X

R AR T BRI SOAR T B - EINPRERINAVECAEER “MER™ 24l - RIRERER %A
PATFIEENIRAS - 1125 A L ZH 2R -

B EE 7 Bl MRS Ay B IR A8 EAE S -
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4.2. Groups Message Filters | FE20H Bt Ess

The Groups > Message Filters page enables system administrators to create and manage incoming
message rules for a specific group.

Important!

Group level rules will run after any existing Domain level rules and Server level rules
(common actions will be overridden).

When first accessing the page a list with the already defined rules and filters is displayed. Both lists
can be minimized or maximized by clicking the list name bar.

BRAH > MR B 25 T 1A FT L R U E B R QA B — AR e % AR -
HE !

- HEEMN BT BV IREI R AN AR S5 a3 RIS (SRETaRE R ) - 5 — XVl

ITE R E A XA 5155 - PSR AT LU R PR i ME s AL -

GENERAL
FILTERS
Incoming Message Rules

i) Group level rules will run after any existing Domain level rules and Server level rules (common actions will be overridden 4 ADD MESSAGE RULE

#  NAME STATUS ACTIONS PRIORITY

1 grouprulel Enabled

2 grouprule2 Enabled O misaBLE # EDIT || TiJ DELETE n

Each message rule has an Enabled/Disabled status displayed, the action displayed by the button

next to it is the opposite of the status. Each rule can be deleted or further configured using the Delete
and Edit buttons.

To set the order in which defined rules should apply use their corresponding up and down arrows
available under the Priority section. To configure a new message rule hit the Add Message Rule
button and then fill in the specific parameters in the new sub-page, New Message Rule.
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ARG E R RS ER - B35 A SR shE R AR o LD AT DL
Bt (E PR A B HIACE -

BRI R A AN S5 P PSR R0 A K FTARSBOR S0 53 SR EERR A AT A
SN - RIS AERTAY T T - AR B L S

General Settings

Message rule name: | Group_rule 1

Enable this incoming rule

Use the text box under General Settings in order to specify the name of the new rule, then enable
the new rule by checking the box in front of the option called Enable this incoming rule.

In the Matches section first decide the incoming messages for which you want the rule to apply. Next,
choose the conditions you want to apply to those messages.

FEFE AR E T HSCARE S E ML EY 5 - 28058 R EIRLIN - FE AT B85S F L 2 AL #e 2
fE -

£ TCRC” BB Se R E R RIS A 2 ARE R - B2k > R IRARE A X N B RYSAT -

Matches

For incoming messages that match | ANY of the conditions below

To Contains sales@trialll.absolvo.net Tr

Use the drop-down menu to select the type of the new condition. Available options include setting
conditions relative to the subject, sender, receiver, Cc, To or Cc, size of the email, as well as a
customization option accessible by clicking on Custom. To delete one of the newly-added criteria hit
its corresponding trash-bin shaped button. New message rules can be set to match all or just part of
the specified conditions according to your choice.

By editing the Actions section you can decide what you want to do with the messages that match the
above conditions. Use the drop-down menu to specify the actions corresponding to the mail message
i.e. moving, copying, deleting, or redirecting it to a certain email address etc.

{5 FI N AL B o e A A o AT RIAY BRI AR IR EAY SRR HY R > R A RN > bR o

YRR B TR AV TEIMRER/N o PURE E SR TR - Al RS CHE N o BB — Y
g@&gi%ﬁ%ﬁgiﬂi&ﬁﬁﬁﬁ%ﬂ o AU ERTHBCRIN - DI EMERIRAET @ IRYEEHy R
A RE PR &Y
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WG “BIfE" oy o IR PURE RS2 SRS RIS ARERE o B R TSR RS E A LAY
el - Bl MR - SUEEE [ E]— MR E HY FE T H A R

Actions

Perform the actions below:

Move to Sales

b

To add a new action click on the Add action button and then fill in all the corresponding details in the

newly-displayed menus. To delete an action hit the trash-bin shaped button displayed on the right
hand side of the action in question.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

RAR IR EIZ A — Vsl (E - S BonHS R B S N AT - ENPREN B Eor
A A B ERI LA -

LEGERICEX LS - I05] “REFRE" HPRORFEEHTE R -
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5. Configuring Public Folders | fit'& /N~ {43

Use the Public Folders tab to manage public folders in CloudMail Mail Server. When selecting this
tab the currently existing public folders and sub-folders are displayed.

ER AR CloudMail filfik S5 as A RET] - LRItk - HATI AR A
(RIS REL TR -

Public Folders

Alphabetical List

DOMAIN PUBLIC FOLDER NAME ACTIONS
Filter domains To add a public folder, click on the desired parent in the list and hit the Add Public Folder button at the top
fyou don't select a parent, the new public folder will be added in the public folder root.
trialll.absolvo.ne... = .
(& Public Folders A EDI
= Marketin A ED T DELETE
Public Folders = &
& Product Descriptions A ED T DELETE
(& sales & EDI ﬁm._r.lr.
(5 Leads £ ED ol DELETE
Domain 1 of 1
& Partners £ ED Ty DeLETE

If you have defined a large number of public folders, you can quickly locate a certain one by using the
Domain search menu available on the left of the screen. Just fill in the domain name in order to see
all the corresponding public folders and they will be filtered out as you type. Clicking directly on one of
the listed domains will also result in displaying all the public folders defined for that specific domain.

To add a new public folder click on the desired parent in the list and hit the Add Public Folder button
at the top. If you don't select a parent the new public folder will be added in the public folder root. To
delete an already defined public folder click its respective Delete button.

WRICELLTE X T KEHYVAIHSR - fRa] DURERER S M A R s nl e e e - HFREE
A P A RE B IRV AR MUREE T AR R g - RS SIaYE - R SEETR
TE XS FESRHIFT A SRR -

TR B YA SR B FIR P RIFTRREISC  HAE EEFIRINAIHSI AR “$2H o RIRAR 2

%iﬁé}?E@;g%@{ﬁ%>I§‘%)§iﬁ@[[?’£é§—i¢ﬁd¢%ﬂ’ﬂffﬁ o bR — PN EE AR MR - HRGHSHHY
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<+ ADD PUBLIC FOLDER

Folder Name: Leads

Parent Folder: —-Sales

Email address(es):

salesleads @trialll.absolvo.net

+ADD ADDRESS

ADVANCED CONFIG QUICK ADD

Fill in the folder name, select the parent folder from the drop-down menu and specify the email
address for this public folder. You can insert multiple email addresses: fill in the email address and
then click on the Add Address button. Should you like to delete one of the listed email addresses,
click on the trash bin icon available on the right of the email address. Hit the Quick Add button in
order to complete the creation of the public folder with these settings or use the Advanced Config
link to further fine tune it.

When pressing the Edit button for an existing public folder or the Advanced Config link when
creating it, you will be able to make more settings in the General and Quotas configuration pages.

B fFSea bR B AT S g ey B o R XA SR STk SR LA
A ETHR YL  SHERT ARt hE > 2SS IR o WIRRARIIER— 1 ErEYE
THBCEHE > B R (B SORE BT - BRSO BT R o O T SE R EE IR B AN IO R A Al Rt —
SWHEER S RVICERERE - 77 “HRERmT #8 -

ANk “SRECE” % "W 12 SE MR TN > EREB I SRR E AR A
FIFCHRACE IT -

Configure Public Folder Leads on Domain trial11.absolvo...

“ e

Back to: Public Folders

Settings

Folder Path: Public Folders/SalesfLeads

The name of the configured public folder will be displayed in the upper section of the screen at all
times.

BB Y/ ST S By 44 FRAE AT B BT B R AE B oy -
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The Public Folders > General page allows system administrators to begin the configuration of a
public folder.

DHERSFERI > A RAEEATHE— DA RAE -

Settings |1%&

Settings

Folder Path: Public Folders/Sales/Leads

Email address(es): leads @trialll.absolvo.net

# EMAIL ADDRESS ACTIONS

DELETE

1 salesleads@trialll.absolvo.net 4 EDIT

The system administrator can specify here the email address for this public folder. Multiple email
addresses can be defined: fill in the email address and then click on the Add button. Should you like
to delete one of the listed email addresses, click the Delete button available on the right of the email
address.

ZAEH 7 0] DUFR E L 20 P SRS Btk © T DUE Sl stl: © S E Ee - il -
Z}BE?&EE RN AEHL o ARIREINER— D E Ay R TR AL - S CWERT fEEL - AT EG LAY T

5.2. Configuring Public Folders Quotas | il & /\ 3t <7 {4 2 i &

The Public Folders > Quotas page contains parameters relative to the mailbox and folder levels of
the public folder being edited.

DNF TSR A & IS EUHEIAE - HIEERERY AR iy SRR

Quotas
Limit folder size to: 100 MB (values: 0-4294967295 KB) @
Limit total number of messages to: 100000 (values: 0-10000000) @

System administrators can set limits for the size of each folder and the total number of messages per
each folder by checking the respective options and using the up and down arrows to adjust the limits
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to the desired value. For the folder size limit, use the available drop-down menu to select if you want it
calculated in KB, MB or GB.

Important!

The values set will be used by any new public folder you create for this domain. You can override
them by editing the Quotas section of any specific public folder.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

2 S O ] DRGSR R A RV - fe & & B BV RRIE A Im R N Sk R s U E R PR &
@?C#%E@EB#H@E@W o WU A/NE R o A1 SEARAEIE T LA KB > MB 2% GB & B {# F FH3E B
R o

EHRE | WEAVER A TSGR A A SRR o f00] AR BB AR e Y & SR A BCATER
TEETA]

HESERACEXEESE > 1I051] “REFRE" IHHPRIRFITATE Y -

6. Account Classes Tab | ik Fr3 R TH

Use the Account Classes tab to manage the account classes in CLOUDMAIL Mail Server. When
selecting this tab the currently existing account classes are displayed.

R = AR B K 254 CLOUDMAIL ik 55 €5 - MR IZ 5T H At Bl A Bk 2K B0 -

Account Classes

Alphabetical List + ADD ACCOUNT CLASS

DOMAIN L ACCOUNT CLASS NAME ACTIONS
1 Management_Accounts
2 Marketing_Accounts

3 Sales_Accounts

If you have defined a large number of account classes, you can quickly locate a certain one by using
the Domain search menu available on the left of the screen. Just fill in the domain name in order to
see all corresponding account classes, they will be filtered out as you type. Clicking directly on one of
the listed domains will also result in displaying all the account classes defined for that specific domain.
The above screen-shot displays all the account classes created for the trialll.absolvo.net domain:
Marketing_Accounts, Management_Accounts and Sales_Accounts.

To edit an already defined account class hit the Edit button on the right side of its name, to delete an
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already defined account class click its corresponding Delete button. Should you like to add a

new account class hit the Add Account Class button displayed in the upper right corner of the
screen.

WFRIBELLTE X T REHIM 2K > (0] DUE R /e I R B — e B (g R 5 o - IR S
%o TREBFIFTAHR A - A TR e - IR - SEEH BN — - I SEE
NEES ETA P E R o FEFEREE Eor tialll.absolvo.net I3k o ATEEAYE ¢
Marketing_Accounts Management_Accounts Sales_Accounts -

B — D ELE AR L h AR “gmtE” 24 > sdi EXTAAY “IER SR
TEXHIR P o AORARERII— IS8k 2T IR P2l o e Ay A B

-+ ADD ACCOUNT CLASS
Domain name: trialll.absolvo.net
Account Class Sales /‘\((ounl‘é

name

O All parameters will be inherited from the domain
defaults

ADVANCED CONFIG m

Add a new account class for the currently selected domain, in our case the mycompany.com
domain, which is also automatically filled in the Domain Name field and can be edited.

For successfully creating a new account class fill in its name in the Account Class Name field,
then hit the Quick Add button in order to create it using the default domain inherited
parameters or the Advanced Config link to explicitly define account parameters. When pressing
the Edit button for an existing account class or the Advanced Config link, you access the three
pages shown in the below screenshot. The name of the configured account class is listed in the
upper section of the screen at all times.

HHTAT AR — DT o FEFATAIBIF- - mycompany.com 51 > X R H BE AR
& o w LT YRR -

T BRI G — ik P PE B H AR o YK 2R R ARt > RETRT BREURID LA
BT RIS AT SE S i E SRR IR E Xk 2R - YA KR SRl E”

ERE 7 i FRHIVIIR = ITE N EEVEEIFTR o BCERIK P REY R AR I A Y
EREE S Y -

Configure Account Class Sales _Accounts on Domain trial11.absol...

Back to: Account Classes

@ Changing the parameters below will affect the accounts that have inherited parameters.
Explicitly set parameters will not be affected.

QUOTAS AND SEND / RECEIVE
GENERAL ! MESSAGE FILTERS
— RESTRICTIONS = RESTRICTIONS
Settings

Account Class Name: Sales_Accounts
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6.1. Account Classes General Parameters | [l F2 25 Fi 228

The Account Class > General page displays the list of class services and their current status.

ik =255 > B AL UL T S RS R — A A AR S5 AOALAT] H AT IR -

QUOTAS AND SEND [ RECEIVE
e MESSAGE FILTERS E
RESTRICTIONS RESTRICTIONS

Settings

Account Class Name: Sales_Accounts

Services

Basic services for this account class:

SERVICE NAME ACTIONS
() SMTP Receiving -
@ SMTP Sending o
® ror3

) map -
@ Remote POP

() webMail

To enable or disable a service use the respective buttons corresponding to that service's name.
Please note that at account class level only services affecting account class behavior are displayed -
SMTP Receiving, SMTP Sending, POP3, IMAP, Remote POP and WebMail.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

VS PSR AR 55 o %R 55 Y SRR S AR R P24« TR P i P Sl e — S i o 2SR T
g - SMTP $1f » %% SMTP > POP3 » IMAP - #if2 POP fll WebMail -

WIRSERVECE X ¥ > 1059 “RERRE" ZHRREERATE L -
6.2. Configuring Quotas and Restrictions | i & At 45 AR &l

The Account Classes > Quotas and Restrictions page contains parameters relative to mailbox and
folder level, notifications to be sent to users and restrictions imposed for all created account classes.

Important!

Changing the parameters below will affect the account classes that have inherited parameters.
Explicitly set parameters will not be affected.

Ik 2 > BC AFUR R A1 0T 1 B & AE S AIRAE RIS (SR RIS 40 - BRI R E F P A GRS AI R -
HYE | W THNSHEZNK RS - BRURENSEN 22870 -
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Managing Account Quotas | E ik~ &N

QUOTAS AND SEND / RECEIVE
GENERAL — MESSAGE FILTERS = T \| )I‘:\
RESTRICTIONS RESTRICTIONS

Quotas

Mailbox Level

Limit total mailbox size to: | 1 GB values: 0-4294967295 KB @
Limit total number of folders to: 1000 values: 0-100000) @
Limit total number of messagesto: = 500000 (values: 0-100000000) @
Folder Level
Limit each folder size to: (values: 0-4294967295 KB @
Limit total number of messages to: = 100000 (values: 0-10000000 @
Notifications
Notify user when usage reaches 90 % of allowed quota (webmail popup) @

Also send a notification email each time the user logs in but not more frequently than every

(values: 60-43200 minutes)

Restrict user from sending emails when usage reaches 0 % of allowed quota

(max value 100; must be higher than the quota usage warning value

The total mailbox size, the total number of folders and the total number of messages can be limited by
selecting the respective options in the Mailbox level area and using the up and down arrows to adjust
the limits to the desired value. For the total size limit use the available drop-down menu to select if
you want it calculated in KB, MB or GB.

System administrators can set limits for the size of each folder and the total number of messages per
each folder by checking the respective options in the Folder level section and using the up and down
arrows to adjust the limits to the desired value. For the folder size limit use the available drop-down
menu to select if you want it calculated in KB, MB or GB.

To have account users notified when they reach a certain level of their allowed quota, through a pop-
up displayed when accessing the WebMail interface, check the respective option in the Notifications
section and use the up and down arrows to increase or decrease the default percentage of the quota.
When this option is checked the users are also notified at every login. You can set the frequency of
these login notifications using the up and down arrows corresponding to this additional option. To
select if the respective value is calculated in seconds, minutes, hours or days check the respective
drop-down menu.

HIBFE B AR/ IN o ST I SR BRI B U8 2 BT DA PR A IR 2 il X 3 o 22 B AH N A 2R 10 > (58 A 1] =0
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AWK FEA o SRR R KY  H R VFRIECET - i — 5 75 R) WebMail S B 0
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Configuring Restrictions | B &Rl

Restrictions

Contact Information

Allow the users to edit their personal contact information

©

Password policy

Enable Password Policy enforcement

Password length must be between 8 and 16 characters (values: 1-32 / 16-128)

Password mustinclude:  letters and numbers

When changing the password, reject the last 3 used one(s) (values: 0-8)

Allow the user to change the password

00 @ © 06

Require a minimum time interval of between two consecutive password changes (values: 1-365) days

Password Expiration

Enable password expiration
Password expires in from creation (values: 1-365)
Notify user at each login, starting from days before the password expiration (values: 1-365) days

Also send

© O 006

Password Policy Enforcement

System administrators can define a Password Policy to be enforced when an account is created for
a respective domain. First of all, they can set a minimum and maximum number of characters for each
password, using the up and down arrows or editing directly the text field of the Password length
parameters. They can further select from the Password must include drop-down menu if passwords
should include letters, letters and numbers or letters, numbers and special characters. Password
Expiration can also be defined by the text fields.
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WebMail
Limit attachment size to: 20 MB (values: 0-102400 KB) @
Limit number of attachments per message to: | 10 (values: 0-1024) @
Limit message size to: 25 MB (values: 0-1048576 KB) @
Limit number of recipients to: 1024 (values: 1-2048) @
Minimum allowed HTML body filtering level (use the slider to change the value)
®

) High level filtering
Medium level filtering
Low level filtering
No Filtering

To limit the size of email message attachments check the respective option in the WebMail section
and use the up and down arrows to select the desired size. To have the size measured in KB, MB or
GB use the available dropdown menu.

Use the up and down arrows of the Limit humber of attachments per message option or edit its
corresponding text field to set a maximum number of attachments allowed to email messages sent or
received from any account using the W ebMail interface

Check the Limit message size option to set a maximum size for sent and received messages
through the WebMail interface. To do so, use the up and down arrow to select the desired size or edit
the corresponding text field.

The Limit number of recipients option allows you to configure a maximum number of recipients for
WebMail email messages using the up and down arrow to select the desired size or editing the
corresponding text field.

To set the HTML Body Filtering Level for this specific account when connected to via WebMalil, use
the available slider. he HTML filtering level stand for the following:

No Filtering

Low level filtering - converts the message to standard XHTML

Medium level filtering - generates the email body based on a list of known/allowed attributes
and tags. Anything that is not on this 'allowed list' is removed. This level removes java script,
styles, etc.

High level filtering - generates the email body based only on text components. This means
that only plain text components remain in the message. This forth level is the strictest and
may actually damage some formatting, but it is also the safest.

SR I (R0 /N T 2% WebMail —3 » (5 f LR T Ak B FRRET A/ - FREEAA
KB » MB 2 GB HY A /)N »
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Remote POP Restrictions | zcfZ POP PR

Remote POP
Maximum RPOP accounts that can be defined: 4 (values: 0-16) @
Minimum message retrieval interval: 10 minutes (values: 1-10080 minutes) @

System administrators can limit the number of remote POP accounts for account classes. To do so
use the up and down arrows to select the desired size or edit the corresponding text field. Additionally
you can specify a minimum interval between two email retrievals for each RPOP connection. Use the
Minimum message retrieval interval dropdown menu to have it calculated in seconds, minutes or
hours.

ZOUEHE A A LARGLAE POP k& S RV EE » ZMEX — i > WA m AR N R LB AT
e HIAVNEGREAR N B SOAR T B - RS - JEAEmT DUAS IHEW/\EEL¥H§M¢*“%'T771/\ RPOP % 2 [A]HY Ay
S 18] % - PRI/ DI (S B R R AIN I (1T > RIS SR N5 -

Temporary Email Addresses Restrictions

Temporary Email Addresses

Enable temporary email addresses @
Max number of temporary email addresses: = 4 (values: 0-16) @
Delete temporary email addresses after: | 1 days (values: 3600-31536000 seconds) @

The administrator can set some limits on the usage of temporary email addresses. A user may
request maximum 16 temporary email addresses (aliases), if the limit is set to '0' the 'Add' button in
WebMail (in the 'Temporary Email Addresses' section) will be disabled but old temporary email
address will still be available until they expire or are deleted. The time period from the creation of a
temporary email address to its automatic deletion can be set between 10 minutes and 1 year.

B 51 W] LA B — SRR I A A Il i S st ik - F PRl DUE K a2 16 it Bl stk ((b
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Parameter inheritance | % 4kx

Parameters or parameter groups that are inherited from the domain's account defaults are
automatically marked with the @ icon. When explicitly setting the value of an inherited parameter

it will be marked with the ® icon. Moreover, any further changes at parent level (domain's
account defaults or account class) will only affect inherited parameters, while explicitly set ones will
keep their value. You can, at any time, revert the explicit parameters to their inherited value, by
clicking the 'Inherit' link related to the explicitly set parameter (orange) icon.

SRS SHATEE ks E e © EiR - 4 EREE WROSHIE - 2R
ie O B - HAh > (ERE—SEEBIE R (BRI B B o

) o Hagmdoxes4 > BR0RER > MORORFEAME o AR DRI E] > SR SR E H
4 ORAVE > md AR e ERRENS (BE) B -

This value has been set explicitly @
overrides default value.
Reset to inherited

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.
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6.3. Manaqging Message Filters | 2 {45 E2E

The Account Classes > Message Filters page enables system administrators to create and manage
incoming message rules for an account class.

Important!

Changing the parameters below will affect the account classes that have inherited parameters.
Explicitly set parameters will not be affected.

Account level rules will run after any existing Domain level rules and Server level rules
(common actions will be overridden).

Important! When first accessing this tab to be able to add filters for this account class click the
Define explicit link.
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GENERAL QUOTAS AND SEND / RECEIVE
o RESTRICTIONS RESTRICTIONS

@ The rules and filters

Incoming Message Rules

(@) The message rules below will run after any existing Server level rules and -+ ADD MESSAGE RULE

Domain level rules (common actions will be overridden).
#  NAME STATUS ACTIONS PRIORITY

1 AccountClassRulel Enabled = [IDISABLE A.EDIT || Taf DELETE

Each message rule has a Enabled/Disabled status displayed and next to it, the Enabled/Disabled
button displays the opposite action of the status. To set the order in which defined rules should apply
use their corresponding up and down arrows available under the Priority section.

Message rules can be deleted or further configured using the Delete and Edit buttons. To add a new
message rule click the Add Message Rule button. In the new window type a name for the incoming

message rule in the Message rule name field and check the Enable this incoming rule option to
activate it.
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General Settings

Message rule name: | AccountClassRulel

Enable this incoming rule
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In the Matches section first decide the incoming messages for which you want the rule to apply. Next,
choose the conditions you want to apply to those messages (e.g. for messages greater than 5000kb).

IR S e S AUE IS AT S - BT RIS A RN A
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Matches

For incoming messages that match | ANY of the conditions below

Size Is greater than 5000 0}

-+ ADD CONDITION

By editing the Actions section, you can decide what you want to do with the messages that match the
above conditions. Use the drop-down menu to specify the actions corresponding to the mail message,
i.e. moving, copying, deleting, or redirecting it to a certain email address etc.
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Actions

Perform the actions below:

Redirect to admin@trialll.absolvo.net

Keep message

-+ ADD ACTION

Several actions to be performed can be added, click on the Add action button and fill in all the
corresponding details in the newly-displayed menus. To delete an action click the trash-bin shaped
button displayed on the right hand side of the action in question.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.
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6.4. Managing Send / Receive Restrictions per Account Class

FREIEE 2E & e B

The Account Classes Tab > Send/Receive Restrictions sub-page enables system administrators
to define and enable or disable sending and receiving restrictions that can limit the domains and
subdomains emails are sent to or received from. Additionally, they can create limited lists of recipients
and senders that can or cannot send/receive emails.
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Message Sending Restrictions | {2 E.& 2EE ]

S QUOTAS AND R SEND / RECEIVE
GENERAL RESTRICTIONS R ASERILIERS RESTRICTIONS

Restrictions
Message Sending

Allow sending a maximum of = 1000 messages (values: 0-100000)

with a total size of | 100 MB in 1 hours (values: 0-1048576 KB / 0-360000 seconds)

Limits imposed to send messages offer system administrators an easy possibility to prevent account
users from generating spam. They can thus set a maximum number of messages, their total size and
the period in which these are sent using the up and down arrows to select the desired size or editing
the corresponding text field. To have the message size calculated in KB, GB or MB use the respective
drop-down menu. The time frame for the maximum number of messages can be set to be calculated
in seconds, minutes, and hours using the corresponding drop-down menu.
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Send
Enable send restrictions

Domain option

Exceptions:

Receive
Enable receive restrictions

Domain option

Exceptions:

The administrator defines the following options:

Enable/Disable sending restrictions

o Allow sending only to the same domain
= Allow sending to subdomains
o Allow only recipients /Disallow recipients
Enable/Disable receiving restrictions
o Allow receiving only from the same domain
= Allow receiving from subdomains
o Allow only originators /Disallow originators

Restrictions apply for messages sent from:

WebMail: An NDR will be returned if the destination address is not allowed.
SMTP/Outlook Connector: The 'RCPT TO' command will yield a permanent error, if matched.
Sendmail wrapper: An NDR will be returned if the destination address is not allowed.
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o WebMail : 415 H iyl 2R o [El—> NDR -
SMTP/ Outlook jE##25% : RCPT TO d & 7= A4 — ok A MEAVERR - A0SR UCECATIE -
o Sendmail fyE13E « 415 HAHEERE AR R R [E—4> NDR -
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